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DETAILED ACTION 

This action is in response to the papers filed 10/24/2007. 

Response to Arguments 

Applicant's arguments with respect to Copper et al have been fully considered 
but they are not persuasive. Copper clearly teaches that a biometric such as a retinal 
scanner (eye scanner); finger print scanner; thumb print scanner; DNA scanner; and 
other type of biometrics scanning mechanism is used to choose the encrypting key for a 
device in paragraph 0077. 

Applicant's arguments with respect to Balfanz et al have been fully considered 
but they are not persuasive. Balfanz clearly teaches that a biometric information is used 
to generate keys that are used in group communication in column 5 lines 60-67. 

Claim Rejections - 35 USC § 102 

The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that 
form the basis for the rejections under this section made in this Office action: 

A person shall be entitled to a patent unless - 

(e) the invention was described in (1) an application for patent, published under section 122(b), by 
another filed in the United States before the invention by the applicant for patent or (2) a patent 
granted on an application for patent by another filed in the United States before the invention by the 
applicant for patent, except that an international application filed under the treaty defined In section 
351(a) shall have the effects for purposes of this subsection of an application filed in the United States 
only if the international application designated the United States and was published under Article 21(2) 
of such treaty in the English language. 

Claims 1-3, 5, 7, 10, 14, 16, 18, 19, 21, 23, 26, 30, 34 and 36 are rejected under 
35 U.S.C. 102(e) as being anticipated by Cooper et al (2002/0029350). With respect to 
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claim 1, a bbmetric configuration management system, comprising: a biometric sensor 
module for receiving biometric data associated with a user (see paragraph 0075 i.e. a 
message received into a system containing verified biometric data (finger print, face 
recognition, eye/retina recognition, voice recognition etc.)); and a configuration module 
adapted to automatically select a communication network configuration setting for a 
device based on the received biometric data (see paragraph 0075-0077). 

With respect to claim 2, comprising relational data accessible by the 
configuration module for correlating the received biometric data to the selected network 
configuration setfing (see paragraph 0075 - 0077). 

With respect to claim 3. The system of claim 1 , wherein the selected network 
configuration setting comprises at least one of the group consisting of a local area 
network (LAN) configuration setting, a wide area network (WAN) configuration setfing, a 
personal area network (PAN) configuration setting and a virtual private network (VPN) 
configuration setfing (see paragraph 0077 i.e. VPN). 

With respect to claim 5, wherein the configuration module is adapted to compare 
the received biometric data to stored biometric data to select the network configurafion 
setting (see paragraph 0075 - 0077 i.e. The scanned image containing biometrics 
information will also be saved along with the Session and Public Encryption Keys as 
well). 

With respect to claim 7, wherein the biometric data comprises at least one of the 
group consisting of a fingerprint scan biometric, a voice scan biometric, a facial feature 
biometric, and an eye scan biometric (see paragraph 0075 i.e. a message received into 
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a system containing verified biometric data (finger print, face recognition, eye/retina 
recognition, voice recognition etc.)). 

With respect to claim 10, wherein the configuration module is adapted to request 
from the user a particular biometric to associate with the network configuration setting 
(see paragraph 0075 - 0077 i.e. The scanned image containing biometrics information 
will also be saved along with the Session and Public Encryption Keys as well). 

With respect to claim 14, comprising: means for receiving biometric data from a 
user (see paragraph 0075 i.e. a message received into a system containing verified 
biometric data (finger print, face recognition, eye/retina recognition, voice recognition 
etc.)); and means for automatically selecting a communication network configuration 
setting for a device based on the received biometric data (see paragraph 0075-0077 i.e. 
VPN). 

With respect to claim 16, further comprising means for comparing the received 
biometric data to stored biometric data to select the network configuration setting (see 
paragraph 0075 - 0077 i.e. The scanned image containing biometrics information will 
also be saved along with the Session and Public Encryption Keys as well). 

With respect to claim 18, further comprising means for requesting from the user a 
particular biometric to associate with the network configuration setting (see paragraph 
0075 - 0077 i.e. The scanned image containing biometrics information will also be 
saved along with the Session and Public Encryption Keys as well). 

With respect to claim 19, comprising: receiving biometric data from a user (see 
paragraph 0075 i.e. a message received into a system containing verified biometric data 
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(finger print, face recognition, eye/retina recognition, voice recognition etc.)); and 
automatically selecting a communication network configuration setting for a device 
based on the received biometric data (see paragraph 0075-0077 i.e. VPN). 

With respect to claim 21 , further comprising comparing the received biometric 
data to stored biometric data to select the network configuration setting (see paragraph 
0075 - 0077 i.e. The scanned image containing biometrics information will also be 
saved along with the Session and Public Encryption Keys as well). 

With respect to claim 23, wherein receiving biometric data comprises receiving at 
least one of the group consisting of fingerprint scan biometric data, voice scan biometric 
data, facial feature biometric data, and eye scan biometric data (see paragraph 0075 
i.e. a message received into a system containing verified biometric data (finger print, 
face recognition, eye/retina recognition, voice recognition etc.)). 

With respect to claim 26, further comprising requesting from the user a particular 
biometric to associate with the network configuration setting (see paragraph 0075 - 
0077 i.e. The scanned image containing biometrics information will also be saved along 
with the Session and Public Encryption Keys as well). 

With respect to claim 30, comprising: a biometric sensor module adapted to 
receive biometric data associated with a user of a device (see paragraph 0075 i.e. a 
message received into a system containing verified biometric data (finger print, face 
recognition, eye/retina recognition, voice recognition etc.)); and a configuration module 
adapted to associate a communication network configuration setting for the device with 
the biometric data (see paragraph 0075-0077 i.e. VPN). 
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With respect to claim 34, wherein the configuration module is adapted to 
associate with the network configuration setting at least one of the group consisting of a 
fingerprint scan biometric, a voice scan biometric, a facial feature biometric, and an eye 
scan biometric (see paragraph 0075 i.e. a message received into a system containing 
verified biometric data (finger print, face recognition, eye/retina recognition, voice 
recognition etc.)). 

With respect to claim 36, wherein the configuration module is adapted to request 
from the user a particular biometric to associate with the network configuration setting 
(see paragraph 0075 - 0077 i.e. The scanned image containing biometrics information 
will also be saved along with the Session and Public Encryption Keys as well)| 

Claims 1, 2, 3, 4, 6-9, 11, 14, 17, 19, 22-25, 27, 30-32, 34, and 37 are rejected 
under 35 U.S.C. 102(e) as being anticipated by Balfanz et al (U.S. 7,185,199). With 
respect to claim 1, a biometric configuration management system, comprising: a 
biometric sensor module for receiving biometric data associated with a user (See 
Balfanz figure 2 block 208 and column 1 line 60-67 i.e. fingerprint sensor); and a 
configuration module adapted to automatically select a communication network 
configuration setting for a device based on the received biometric data (see Balfanz 
column 5 line 64-66, i.e. the biometric information is used to generate keys, column 1 
lines 34-35 and column column 2 lines 62-64 i.e. securing communication over a 
communication medium, keys are used in group communication and column 3 lines 5- 
24). 
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With respect to claim 2, further comprising relational data accessible by the 
configuration module for correlating the received biometric data to the selected network 
configuration setting (see Balfanz column 5 line 64-66, i.e. the biometric information is 
used to generate keys, column 1 lines 34-35 and column column 2 lines 62-64 i.e. 
securing communication over a communication medium, keys are used in group 
communication). 

With respect to claim 3, wherein the selected network configuration setting 
comprises at least one of the group consisting of a local area network (LAN) 
configuration setting, a wide area network (WAN) configuration setting, a personal area 
network (PAN) configuration setting and a virtual private network (VPN) configuration 
setting (see Balfanz column 3 lines 5-24). 

With respect to claim 4, wherein the configuration module is adapted to 
automatically switch the device to the selected network configuration setting from 
another network configuration setting based on the received biometric data (see Balfanz 
column 5 line 64-66, i.e. the biometric information is used to generate keys, column 1 
lines 34-35 and column column 2 lines 62-64 i.e. securing communication over a 
communication medium, keys are used in group communication and column 3 lines 5- 
24). 

With respect to claim 6, wherein the configuration module is adapted to display 
an interface to the user identifying a particular biometric associated with the network 
configuration setting (see column 5 line 57 - column 6 line 8). 
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With respect to claim 7, wherein the biometric data comprises at least one of the 
group consisting of a fingerprint scan biometric, a voice scan biometric, a facial feature 
biometric, and an eye scan biometric (see column 5 line 57 - column 6 line 8). 

With respect to claim 8, wherein the configuration module is adapted to receive 
a selection from the user of the network configuration setting to associate with the 
biometric data (see Balfanz column 5 line 64-66, i.e. the biometric information is used to 
generate keys, column 1 lines 34-35 and column column 2 lines 62-64 i.e. securing 
communication over a communication medium, keys are used in group communication 
and column 3 lines 5-24). 

With respect to claim 9, wherein the configuration module is adapted to display 
an interface to the user identifying registered biometrics (see column 5 line 57 - column 
6 line 8). 

With respect to claim 1 1 , wherein the selected network configuration setting 
comprises a wireless network configuration setting (see Balfanz column 3 lines 5-24). 

With respect to claim 14, a biometric configuration management system, 
comprising: means for receiving biometric data from a user (See Balfanz figure 2 block 
208 and column 1 line 60-67 i.e. fingerprint sensor); and means for automatically 
selecting a communication network configuration setting for a device based on the 
received biometric data (see Balfanz column 5 line 64-66, i.e. the biometric information 
is used to generate keys, column 1 lines 34-35 and column column 2 lines 62-64 i.e. 
securing communication over a communication medium, keys are used in group 
communication). 
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With respect to claim 17, further comprising means for automatically switching 
the device to the selected network configuration setting from another network 
configuration setting based on the received biometric data (see Balfanz column 5 line 
64-66, i.e. the biometric information is used to generate keys, column 1 lines 34-35 and 
column column 2 lines 62-64 i.e. securing communication over a communication 
medium, keys are used in group communication). 

With respect to claim 19, a biometric configuration management method, 
comprising: receiving biometric data from a user (See Balfanz figure 2 block 208 and 
column 1 line 60-67 i.e. fingerprint sensor); and automatically selecting a 
communication network configuration setting for a device based on the received 
biometric data (see Balfanz column 5 line 64-66, i.e. the biometric information is used to 
generate keys, column 1 lines 34-35 and column column 2 lines 62-64 i.e. securing 
communication over a communication medium, keys are used in group communication). 

With respect to claim 22, further comprising automatically switching the device to 
the selected network configuration setting from another network configuration setting 
based on the received biometric data (see Balfanz column 5 line 64-66, i.e. the 
biometric information is used to generate keys, column 1 lines 34-35 and column 
column 2 lines 62-64 i.e. securing communication over a communication medium, keys 
are used in group communication). 

With respect to claim 23, wherein receiving biometric data comprises receiving at 
least one of the group consisting of fingerprint scan biometric data, voice scan biometric 
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data, facial feature biometric data, and eye scan biometric data (See Balfanz figure 2 
b\ock 208 and column 1 line 60-67 i.e. fingerprint sensor). 

With respect to claim 24, further comprising requesting a selection from the user 
of the network configuration setting to associate with the biometric data (see Balfanz 
column 5 line 64-66, i.e. the biometric information is used to generate keys, column 1 
lines 34-35 and column 2 lines 62-64 i.e. securing communication over a 
communication medium, keys are used in group communication and column 3 lines 5- 
24). 

With respect to claim 25, further comprising displaying to the user biometrics 
registered with particular network configuration settings (see column 5 line 57 - column 
6 line 8). 

With respect to claim 27, wherein automatically selecting a communication 
network configuration setting comprises automatically selecting a wireless 
communication network configuration setting (see Balfanz column 5 line 64-66, i.e. the 
biometric information is used to generate keys, column 1 lines 34-35, column column 2 
lines 62-64 i.e. securing communication over a communication medium, keys are used 
in group communication and column 3 lines 5-24). 

With respect to claim 30, a biometric configuration management system, 
comprising: a biometric sensor module adapted to receive biometric data associated 
with a user of a device (See Balfanz figure 2 block 208 and column 1 line 60-67 i.e. 
fingerprint sensor); and a configuration module adapted to associate a communication 
network configuration setting for the device with the biometric data (see Balfanz column 
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5 line 64-66, i.e. the biometric information is used to generate keys, column 1 lines 34- 
35 and column column 2 lines 62-64 i.e. securing communication over a communication 
medium, keys are used in group communication). 

With respect to claim 31 , wherein the configuration module is adapted to receive 
a selection from the user of the network configuration setting to associate with the 
biometric data(see Balfanz column 5 line 64-66, i.e. the biometric information is used to 
generate keys, column 1 lines 34-35 and column column 2 lines 62-64 i.e. securing 
communication over a communication medium, keys are used in group communication 
and column 3 lines 5-24). 

With respect to claim 32, wherein the configuration module is adapted to display 
to the user an interface for associating a particular biometric with the network 
configuration setting (see column 5 line 57 - column 6 line 8). 

With respect to claim 34, wherein the configuration module is adapted to 
associate with the network configuration setting at least one of the group consisting of a 
fingerprint scan biometric, a voice scan biometric, a facial feature biometric, and an eye 
scan biometric (See Balfanz figure 2 block 208 and column 1 line 60-67 i.e. fingerprint 
sensor). 

With respect to claim 37, wherein the configuration module is adapted to 
associate a wireless communication network configuration setting for the device with the 
biometric data (see Balfanz column 5 line 64-66, i.e. the biometric information is used to 
generate keys, column 1 lines 34-35 and column column 2 lines 62-64 i.e. securing 
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communication over a communication medium, keys are used in group communication 
and column 3 lines 5-24), 

Claim Rejections - 35 USC § 103 

The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 102 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 

Claims 5, 15, 16, 20, and 21 are rejected under 35 U.S.C. 103(a) as being 

unpatentable over Balfanz et a! (U.S. 7,185,199) in view of Raaf (DE 198 37 642 CI). 

With respect to claim 5, Balfanz does not teach wherein the configuration module is 

adapted to compare the received biometric data to stored biometric data to select the 

network configuration setting. Raaf teaches wherein the configuration module is 

adapted to compare the received biometric data to stored biometric data to select the 

network configuration setting (see Raaf page 3 as a function of the results of the 

comparison when the stored fingerprint information 'f4' is similar to the determined 

fingerprint information 'fe' the control procedure 'stp4' associated with this stored 

fingerprint information 'f4' is triggered). It would have been obvious at the time the 

invention was made to a person having ordinary skill in the art to which said subject 

matter pertains to have stored information about a fingerprint so that when the 

fingerprint is input it can trigger an action to be taken when that fingerprint in input (See 

page 3 and 4). Therefore one would have been motivated to have stored biometric data 
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to trigger an action to select the network configuration setting based on the biometric 
data input. 

With respect to claim 15, further comprising means for identifying to the user a 
particular biometric associated with the network configuration setting (see page 2 i.e. 
different pieces of fingerprint information corresponding to one finger each of various 
persons is stored each piece of information being associated with a control procedure). 

With respect to claim 16, further comprising means for comparing the received 
biometric data to stored biometric data to select the network configuration setting (see 
Raaf page 3 as a function of the results of the comparison when the stored fingerprint 
information *f4' is similar to the determined fingerprint information 'fe' the control 
procedure 'stp4' associated with this stored fingerprint information '^4' is triggered). 

With respect to claim 20. The method of claim 19, further comprising identifying 
to the user a particular biometric associated with the network configuration setting (see 
page 2 i.e. different pieces of fingerprint information corresponding to one finger each of 
various persons is stored each piece of information being associated with a control 
procedure). 

With respect to claim 21, further comprising comparing the received biometric 
data to stored biometric data to select the network configuration setting (see Raaf page 
3 as a function of the results of the comparison when the stored fingerprint information 
'f4' is similar to the determined fingerprint information 'fe' the control procedure 'stp4' 
associated with this stored fingerprint information 'f4' is triggered). 
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Claims 33 and 35 are rejected under 35 U.S.C. 103(a) as being unpatentable 
over Balfanz et al (U.S. 7,185,199) in view of Raaf (DE 198 37 642 CI) in further view of 
Sudo (U.S. 5,987,336). Balfanz teach everything with respect to claim 30 above but with 
respect to claim 33 he does not teach wherein the configuration module is adapted to 
display a plurality of available network configuration settings to the user for associating 
with the biometric data. Raaf teach network configuration settings to the user for 
associating with the biometric (see page 2 i.e. different pieces of fingerprint information 
corresponding to one finger each of various persons is stored each piece of information 
being associated with a control procedure). It would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subject 
matter pertains to have stored information about a fingerprint associated with a control 
procedure so that when the fingerprint is input it can trigger an action to be taken (See 
Raaf page 3 and 4). Therefore one would have been motivated to have stored biometric 
data associated with a network configuration setting based so that when the biometric 
data input it triggers an action to be taken. Neither Balfanz nor Raaf teach display a 
plurality of available network configuration settings to the user. Sudo teaches displaying 
a plurality of available network configuration settings to the user (see column 15 line 61 
- column 16 line 7). It would have been obvious at the time the invention was made to a 
person having ordinary skill in the art to which said subject matter pertains to have 
display the available network to help the user select a network to use (see Sudo column 
1 5 line 61 - column 16 line 7). Therefore one would have been motivated to have 
displayed available network 
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With respect to claim 35, wherein the configuration module is adapted to display 
to the user biometrics registered with particular network configuration settings (See 
Raaf page 3 and 4 and Sudo column 15 line 61 - column 16 line 7). 

Claims 12, 13, 28, 29, 38, 39 are rejected under 35 U.S.C. 103(a) as being 
unpatentable over Balfanz et a! (U.S. 7,185,199) in view of Topping (2004/0151353). 
Balfanz teaches everything with respect to claim 1 , 29, and 30 above but with respect to 
claims 13, 29 and 39 he does not teach wherein the received biometric data comprises 
a plurality of sequentially input biometrics. Topping teaches wherein the received 
biometric data comprises a plurality of sequentially input biometrics (see Topping 
paragraph 0017 and 0032). It would have been obyious at the time the invention was 
made to a person having ordinary skill in the art to which said subject matter pertains to 
have requires several fingerprints to be entered in a particular sequence to further 
increase system security (see Topping paragraph 0017). Therefore one would have 
been motivated to have input a plurality of sequentially input biometrics to increase 
system security. 

With respect to claim 12, 28 and 38, wherein the received biometric data 
comprises a plurality of simultaneously input biometrics (see Topping paragraph claim 
13). 
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Conclusion 



Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Devin Almeida whose telephone number is 571-270- 
1018. The examiner can nomnally be reached on Monday-Thursday from 7:30 A.M. 
to 5:00 P.M. The examiner can also be reached on alternate Fridays from 7:30 A.M. 
to 4:00 P.M. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Gilberto Barron, can be reached on 571-272-3799. The fax phone number 
for the organization where this application or proceeding is assigned is 571-273-8300. 

Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). 



Devin Almeida 
Patent Examiner 
10/4/2007 
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